Building
safer skies
together.

Eligible candidates are encouraged to apply for the
aforementioned position by submitting the application form,
resume, academic qualifications and supporting documents via

Kindly
note that only applications submitted through CAAM website will
be considered.

Application deadline is on

*Recruitment is subject to available vacancies, and only shortlisted candidates will
be contacted for interviews.


http://www.caam.gov.my/resources/announcements/career/

SENIOR EXECUTIVE, NETWORK & SECURITY OPERATIONS

Job Description

To support the planning, implementation, operation and continuous improvement of

CAAM'’s network and cybersecurity environment by coordinating secure network

architecture and connectivity, security monitoring and automation, vulnerability and

threat management, incident response, security compliance, and disaster recovery.

The position contributes to reliable, resilient and secure digital services that support

CAAM'’s operational, regulatory and business requirements.

Job Information

e Department: Digital & Innovation Strategy

e Job Position: Senior Executive

e Type of Employment: Permanent

Qualifications for Appointment

Candidates must possess the following criteria:

a) Citizenship

Malaysian citizen.

b) Academic and Professional Qualifications

Bachelor's Degree in Computer Science, Information Technology,
Cybersecurity, Network Engineering, or a related field from a higher education
institution recognized by the Government.

Professional certifications such as CCNA/CCNP, CompTIA Network+/
Security+/ CySA+, CEH, ITIL or ISO/ IEC 27001 are an added advantage.
Minimum five (5) years of relevant experience in enterprise network,
cybersecurity operations, infrastructure or a related ICT environment.
Practical experience in network operations, security monitoring, vulnerability
management, incident response, disaster recovery and vendor coordination;
experience in a regulated or critical-service environment is preferred.
Knowledge and experience in Air Traffic Management and/or aviation industry

is an advantage.



c) Skills and Competencies

e Sound knowledge of TCP/IP, routing, switching, Wi-Fi, VPN, firewalls, network
segmentation, cloud connectivity and high-availability design.

e Working knowledge of endpoint security, identity and access management,
vulnerability tools, threat intelligence and incident-response practices.

e Strong analytical, troubleshooting, documentation, project coordination,
vendor-management and risk-assessment skills.

e Effective written and verbal communication in Bahasa Melayu and English,
with the ability to work under pressure and coordinate cross-functional

response activities.



